PRISM - HIPAA Report

Raman Tallamraju


Health Insurance Portability and Accountability Act (HIPAA)
A. INTRODUCTION

HIPAA Overview: 

· The Health Insurance Portability and Accountability Act of 1996 Public Law 104-191 (HIPAA) was passed by Congress to reform the insurance market and simplify health care administrative processes. 

· The administrative simplification part of HIPAA is aimed at reducing administrative costs and burdens in the health care industry by adopting and requiring the use of standardized, electronic transmission of administrative and financial data. 

· HIPAA will have a significant impact on the health care industry over the next several years. 

· HIPAA requires the Department of Health and Human Services (DHHS) to adopt national uniform standards for the electronic transmission of certain health information. 

HIPAA Background: 

· Administrative simplification is a method of making business practices (the billing, claims, computer systems and communication) uniform in order that providers and payers do not have to modify the way in which they interact with each other through each other
 s proprietary systems. 

An average of 26 cents of each health care dollar is spent on administrative overhead, including such tasks as: 

*  enrolling an individual in a health plan; 
*  paying health insurance premiums; 
*  checking eligibility; 
*  obtaining authorization to refer a patient to a specialist; 
*  processing claims; 
*  notifying a provider about the payment of a claim.

HIPAA Goal: 

· The administrative simplification provisions of HIPAA are intended to reduce the number of forms and methods of completing claims, and other payment-related documents, and to use a universal identifier for providers of health care.  Another goal is to increase the use and efficiency of computer-to-computer methods of exchanging standard health care information. 

The five specific areas of administrative simplification addressed by HIPAA are:  

· Electronic Data Interchange (EDI) - the electronic transfer of information in a standard format between trading partners.  It allows partners to exchange information and transact business in a fast and cost-effective way.  The transactions that are included within HIPAA consist of standard electronic formats for enrollment, eligibility, payment and remittance advice, claims, health plan premium payments, health claim status, and referral certification and authorization. 

· Code Sets - includes data elements used to uniformly document the reasons why patients are seen and what is done to them during their health care encounters (procedures). 

· Identifiers - numbers used in the administration of health care to identify health care providers, health plans, employers, and individuals(patients). Over time, this is intended to simplify administrative processes, such as referrals and billing, improve accuracy of data and reduce costs. 

· Security - standards need to be developed and adopted for all health plans, clearinghouses, and providers to follow and to be required at all stages of transmission and storage of health care information to ensure integrity and confidentiality of the records at all phases of the process, before, during and after electronic transmission. 

· Privacy -standards to define what are appropriate and inappropriate disclosures of individually identifiable health information and how patient rights are to be protected. 

HIPAA Benefits: 
Significant resources need to be invested over the next several years to achieve compliance with HIPAA legislation and to realize the long term benefits.  The benefits of HIPAA include lowering administrative costs, enhancing accuracy of data and reports, increasing customer satisfaction, reducing cycle time and improving cash management.
Impact on PRISM:

Out of the five specific areas of administrative simplification addressed by HIPAA, only the following two areas impact PRISM’s design:

· Security

· Privacy

Since PRISM aims to be primarily a data warehousing system rather than a transactional system, the Electronic Data Interchange (EDI) aspect of HIPAA doesn’t currently impact our project.  Still, if PRISM can send information out in a portable data format like XML that can be modified to suite any data interchange formats specified by HIPAA on the fly, it would allow for the system to broaden its scope in future. If there is no significant overhead accrued in implementing this feature, I recommend that PRISM incorporate this feature. 

The Code Sets and Identifiers areas are strictly for administrative purposes and therefore don’t have any impact on PRISM either. Our primary concern in terms of being HIPAA compliant therefore stems from Security and Privacy guidelines of HIPAA. 

B. SECURITY STANDARDS

Overview:
 
There is often confusion about the difference between privacy, confidentiality and security. In the context of HIPAA, privacy determines who should have access, what constitutes the patient’s rights to confidentiality, and what constitutes inappropriate access to health records. Confidentiality establishes how the records (or the systems that hold those records) should be protected from inappropriate access. Security is the means by which you ensure privacy and confidentiality. 
Background:

One of the provisions of HIPAA calls for electronic data interchange (EDI) transaction standards. The logic behind the set of requirements was that it would facilitate the computer-computer exchange of information throughout the care delivery system. Making these transactions easier, however, may increase the risk of inappropriate access to sensitive information. Consequently HIPAA also calls for security standards. 
Goal: 
The new security standards were designed to protect all electronic health information from improper access or alteration, and to protect against loss of records. Health plans, health care clearinghouses, and health care providers would use the security standards to develop and maintain the security of all electronic individual health information. The Security and Electronic Signature Standards have set the minimum level of security for individually identifiable health information maintained in or transmitted by health care organizations. The electronic signature standard is applicable only with respect to use with the specific transactions defined in the Health Insurance Portability and Accountability Act of 1996, and when it has been determined that an electronic signature must be used. 

Specifics: 

The proposed regulation on Security standards has categorized the requirements into six categories: administrative procedures; physical safeguards; security configuration management; technical security services, technical mechanisms, and electronic signatures. Although the requirements in these categories overlap, they are intended to help organizations understand the different types of requirements needed for a comprehensive security approach. 

Administrative Procedures: 

· Certification 

· Chain of trust Partner Agreements 

· Contingency Plan 

· Formal Mechanism for Processing Records 

· Information Access Control 

· Internal Audit 

· Personnel Security 


Physical Safeguards: 

· Assigned Security Responsibility 

· Media Controls 

· Physical Access controls 

· Policy / Guidelines on Workstation Use 

· Secure Workstation Location 

· Security Awareness Training 


Security Configuration Management: 

· Security Incident Procedures 

· Security Management Process 

· Termination Procedures 

· Training 

Technical Security Services: 

· Access Controls 

· Audit Controls 

· Authorization Controls 

· Data Authentication 

· Entity Authentication 

Technical Security Mechanism: 

· Communication/Networking Controls 

· Network Controls 

Electronic Signature: 

· Digital Signature 

Impact on PRISM:
Out of the specific security standards described above, only the following impact PRISM (we stress again that PRISM is currently NOT a transactional system, therefore some of these points only apply for a future version which might communicate with other systems and allow remote access. Currently, PRISM can only be accessed physically through the terminals installed in our customer’s clinic):

· Access Controls: PRISM will provide strict access controls, enforced by industry standard user authentication protocols.
· Audit Controls: Audit trails will record all access to PRISM, allowing easy audits. This should be done both at the application server level AND the database logging level. If we are to comply with this feature, we probably need an industrial strength database with extensive logging features.
· Authorization Controls: PRISM needs to have access levels set by the administrator of the system that will only allow a user access to data which the user’s access level permits. The process for getting this authorization is again an administrative process that is out of PRISM’s scope. 

· Data Authentication: Any data that PRISM receives needs to be authenticated to be coming from a reliable source. This allows protection from malicious agents trying to insert bad data into the system and also allows the system to reject badly formed data from legitimate sources.
· Entity Authentication: Any entity trying to communicate with PRISM would need to identify itself using digital certificates. PRISM will only allow access to entities whose digital certificates have been added to it’s certificate file by the administrator.
· Digital Signature: Digital signature requirement is a subset of the entity authentication feature described above. PRISM will need to have it’s own digital certificate in order to identify itself to other systems in future.
· Communication/Networking Controls: Standard network security features need to be implemented by client’s network administrator.
· Network Controls: Same as before. We probably need to support 128 bit SSL support in order to allow secure access to PRISM pages for remote access. Again this feature is currently out of scope but could be important for future expansion. 
C. PRIVACY STANDARDS
Background:
Under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), Public Law 104-191, the US Department of Health and Human Services (DHHS) published on November 3, 1999 proposed regulations establishing  national standards for privacy of health information. 

Who Is Subject to These Regulations? 
The following entities are covered by the proposed regulations: 

 All health care providers who choose to transmit health information electronically 

 All health plans 

 All health care clearinghouses 

Covered entities would be allowed to disclose health information to persons or organizations they hire to perform functions on their behalf.  These "business partners" would not be permitted, under contractual obligation with the covered entity, to use or disclose protected health information in ways that would not be permitted of the covered entity itself. 

What Health Information Is Covered by the Proposed Regulations?  

The proposed regulations protect health information that 1) identifies an individual and 2) is maintained or exchanged electronically.  If the information has any components that could be used to identify a person, it would be covered.  The protection would stay with the information as long as the information is in the hands of a covered entity or a business partner. The paper progeny of electronic information is covered (i.e. the information would not lose its protections simply because it is printed out of a computer). 

Uses and Disclosures Permitted with Individual Authorization: 

Covered entities could use or disclose protected health information with the individual’s authorization for any lawful purpose.  A standard form would be established for this purpose.  Each authorization must specify the information to be disclosed, who would get the information, and when the authorization would expire.  Individuals could revoke an authorization at any time. 
The regulations would prohibit covered entities from conditioning treatment or payment on the individual agreeing to disclose information for other purposes, and require the authorization form to state this prohibition. 

Disclosures Permitted Without Authorization for Health Care Treatment, Payment, and Operations:
Covered entities could use and disclose protected health information without authorization for treatment, payment and health care operations. This would include purposes such as quality assurance, utilization review, credentialing, and other activities that are part of ensuring appropriate treatment and payment.  Individuals may ask a covered entity to restrict further use and disclosure of protected health information for treatment, payment, or health care operations (with the exception of uses or disclosures required by law). The covered entity would not be required to agree to such a request, but if the covered entity and the individual agree to a restriction, the covered entity would be bound by the agreement. 

Other Uses and Disclosures of Health Information Permitted Without Authorization:

Covered entities could use and disclose protected health information without individual authorization for the following national priority activities: 

  Oversight of the health care system, including quality assurance activities 

  Public health, and in emergencies affecting life or safety 

  Research 

  Judicial and administrative proceedings 

  Law enforcement 

  To provide information to next-of-kin 

  For government health data systems 

  For identification of the body of a deceased person, or the cause of death 

  For facilities' (hospitals, etc.) directories 

  To financial institutions, for processing payments for health care 

  In other situations where the use of disclosure is mandated by other laws. 

Individual rights:
 
The proposed rule would provide basic rights for individuals with respect to their protected health information.  Individuals would have:
  The right to receive a written notice of information practices from health plans and providers. The notice must describe the types of uses and disclosures that the plan or provider would make with health information (not just those uses and disclosures that could lawfully be made).The right to obtain access to protected health information about them, including a right to inspect and obtain a copy of the information. 

  The right to request amendment or correction of protected health information that is inaccurate or incomplete. 

  The right to receive an accounting of the instances where protected health information about them has been disclosed by a covered entity for purposes other than treatment, payment, or health care operations. 

Administrative Requirements for Covered Entities: 

Under the proposed rules, providers and payers are required to implement basic administrative procedures to protect health information.  Among them: 

  Develop a Notice of Information Practice; 

  Allow individuals to inspect and copy their protected health information. 

  Develop a mechanism for accounting all disclosures made for purposes other than treatment, payment, and HC operations. 

  Allow individuals to request amendments or corrections to their protected health information. 

  Designate a privacy official; 

  Provide privacy training to members of its workforce who would have access to protected health information; 

  Implement physical and administrative safeguards to protect health information from intentional or accidental misuse; 

  Establish policies and procedures to allow Individuals to log complaints about the entity's information practices, and maintain a record of any complaints; and 

  Develop a system of sanctions for members of the workforce and business partners who violate the entity's policies. 

  Have available documentation regarding compliance with the requirements of the regulation. 

  Develop methods for disclosing only the minimum amount of protected information necessary to accomplish any intended purpose. 

  Develop and use contracts that will ensure that business partners also protect the privacy of identifiable health information. 

Impact on PRISM:

The only impact of privacy requirements of HIPAA on PRISM are that we provide the user with a written notice of information sharing practices before letting the user use PRISM. We also need them to print a copy of the notice, sign it and submit it to the clinic. 
HIPAA doesn’t apply to de-identified information. De-identification is permitted in two ways:
· A qualified statistician or expert must determine that the risk of re-identification is “very small” and must document the methods used to reach that conclusion.

· 18 identifiers must be removed, and the covered entity must not have actual knowledge that the remaining information could be used to identify an individual.

The identifiers of the individual – and of relatives, employers, or household members of the individual – that must be removed include:

1. Names

2. All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code in certain situations

3. All elements of date (except year) for dates directly related to an individual, including birth date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older
4. Telephone numbers

5. Fax numbers
6. Electronic mail addresses
7. Social security numbers
8. Medical record numbers
9. Health plan beneficiary numbers
10. Account numbers
11. Certificate/license numbers
12. Vehicle identifiers and serial numbers, including license plate numbers
13. Device identifiers and serial numbers
14. Web Universal Resource Locators (URLs)
15. Internet Protocol (IP) address numbers
16. Biometric identifiers, including finger and voice prints
17. Full face photographic images and any comparable images
18. Any other unique identifying number, characteristic, or code
PRISM can help de-identify records for entities that require information stored in its database. It can also provide several views that can be accessed depending on the requesting entities access clearance.
Detailed information on HIPAA privacy standards are available at:

http://healthcare.partners.org/phsirb/hipaaov.htm
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